@ VPN connection to Ostrava University network

OSTRAVSKA

for Android

What is it good for?

With a VPN, you can connect to the University of Ostrava network. This gives you access to OU services that may not be available directly from
the internet.

Who is the service available for?

The service is available for all students and staff of the University of Ostrava and for external users who need to access the University of Ostrava
network.

How can | connect?
Users can use a VPN connection using the SSL-VPN client FortiClient. After installing the FortiClient client on your device, your device will be

assigned with the IP address of the OU network.

Link to download
https://play.google.com/store/apps/details?id=com.fortinet.forticlient vpn&hl=cs&gl=US

At Google play select: FotiClient VPN
' Google Play @ FortiClient VPN

Remote Access Agent

Setup parameters
For the name (VPN Name) enter: VPN OU, type VPN select: SSL VPN
Remote gateway address enter: vpn.osu.cz

Username: enter your portal login name here, usually in the form of last name (novak)

Technical support: help@helpdesk.osu.cz


https://play.google.com/store/apps/details?id=com.fortinet.forticlient_vpn&hl=cs&gl=US
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DETAILED DESCRIPTION OF INSTALLATION AND SETUP
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FortiClient VPN App allows you to create a secure
VPN connection to the Firewall
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1. Installing the app
After downloading the
application, install it.
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Passed security tests

No risks detected

@ FortiClient VPN

C Open

2. Open the app

Once installed on your
mobile device, launch
the app.

Technical support: help@helpdesk.osu.cz
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3. Follow the pictures to confirm
the next steps

FortiClient VPN

Please grant permissions for
FortiClient VPN to:
- Access Storage for Importing

Configuration files
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. Allow FortiClient VPN
to access photos,
media and files on
your device?

DENY ALLOW

Enable "Unrestricted Battery
Usage"

Please enable unrestricted battery
usage in the App Settings. Not
enabling battery optimization can
cause certain features of FortiClient

to act unexpectedly.

Ignore battery optimisations?

Let app FortiClient VPN stay
connected in the background? This
may use more battery.

Technical support: help@helpdesk.osu.cz
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4. Fill in the details 5. Fill in the details

1100 = =y For the name (VPN Name) For the Remote gateway address,

enter: VPN OU enter: vpn.osu.cz

FortiClient VPN — FortiClient VPN —
@ ortdien - Select the VPN type: SSL VPN @ Stiiclien - For the Username enter:
Add VPN Click Create. ey your portal login name, usually in
settings
the form of your last name (novak)
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6. Once you fill in the data 7. Select VPN

ET Y fields, dlick on the menu (icon
on the top left).
@ FortiClient VPN E] P )

SSL VPN settings ‘' configure WiFi

Tunnel name
Android Settings

Port Install FortiClient App

443
Install FortiToken Mobile App

Servers

Remote gateway address FortiClient.com

MO L @»

About
Username
SSL username
Quit
Certificate
X.509 certificate in PKCS12 format Certificate
X.5009 certificate in PKCS12 format
Single Sign On
Disabled Single Sign On
Disabled
Prompt User Credentials
Enabled Prompt User Credentials
Enabled

Technical support: help@helpdesk.osu.cz
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9. Enter the password and
click LOGIN to connect.

8. Click on VPN OU TUNNELS

11:24 il (-

@ FortiClient VPN E

VPN OU Eesswod )

®©
CANCEL | LOGIN

12 3 45 6 7 8 90
qwe T r t z ui op
asdf gh j k |

MYy xcvbnm®&E

0 New VPN
7123 |, @ .V

Technical support: help@helpdesk.osu.cz



@ VPN connection to Ostrava University network

OSTRAVSKA

for Android

An active VPN connection
looks like:
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VPN OU

Username: novak

Current Session: 1:03
Remote: 195.113.111.226
Local: 100.64.24.10

Disconnect

Technical support: help@helpdesk.osu.cz



